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This listing of claims will replace all prior versions, and listings, of claims in the 
application: 
Listing of Claims: 

1. (Currently Amended) A system for implementing a trusted counter in a personal 
communication device, comprising: 

a secure module in a personal communication device c omprising a first read-only, tamper 
resistant s torage device; 

a second read-write, tamper resistant s torage device in an electronic card removable from 
the personal conmiunication device: 

a third read-write, insecure s torage device in the removable electronic card ; and 

a processor in communication with said the secure module, said the second and said the 
third storage devices configured to: 

execute authentication of said the s econd storage device by said the secure 

module; 

issue a create counter request bv the secure module to the second storage device: 

send a unique ID identifying a current counter value from the second storage 
device to the secure module: 

compute an encrvpted envelope of the unique ID with the secured module bv 
applying a cryptographic transform to the unique ID; and 

write a state value and the encrvpted envelope of the unique ID to the third 

storage device. 

r e qu e st a counter valu e from s e cond storag e d e vice to said s e cur e module; 
writing a o e our e d stat e information and count e r value from said s e cur e module to 
paid third storage d e vic e . 

2. (Original) The system of claim 1, wherein said state information and counter value includes 
the number of failed attempts to correctly enter a PIN to gain access said personal 
communication device. 
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3. (Canceled) 

4. (Original) The system of claim 1, wherein said second storage device and said third storage 
device are extemal, read-write memory devices. 

5. (Canceled) 

6. (Original) The system of claim 3, wherein said second storage device and said third storage 
devices are removable electronic card that is received by said personal commxmication device. 

7. (Original) The system of claim 1, wherein the communication between said processor and 
said secure module, second storage device and third storage device comprises the execution of a 
plurality of protocols using an operating system of the personal communication device. 

8. (Original) The system of claim 7, wherein said plurality of protocols are comprised of a 
create protocol, a read protocol, an update protocol. 

9. - 10. (Canceled) 

11. (Original) The system of claim 1, wherein said personal communication device comprises a 
cellular telephone, a satellite telephone, a personal digital assistant or a bluetooth device. 

12. (Currently Amended) The method for implementing a trusted covmter in a personal 
communication device, comprising a first read-only, tamper resistant storage device within a 
secure module, a second read- write, tamper resistant storage device, and a third read-write, 
insecure storage device, the method comprising: 

authenticating the second storage device; 

issuing a create counter request bv the secure module to the second storage 

device: 

sending a unique ID identifsdng a current counter value from the second storage 

device to the secure module; 
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computing an encrypted envelope of the unique ID with the secured module by 

applying a cryptographic transform to the unique ID; and 

writing a state value and the encrypted envelope of the unique ID to the third 

storage device. 

receiving a count e r valu e from said s e cond otorag e d e vic e to said secur e module; 
cr e ating a s e cur e stat e information and count e r valu e in said s e cond storag e 
d e vic e using a cryptographic transform; 

storing said s e cur e d count e r valu e in said third storag e d e vic e . 

13. (Original) The method of claim 12, wherein said state information and counter value 

includes the number of failed attempts to correctly enter a PIN to access said personal 
communication device. 

14. -18 (Canceled) 

19. (Original) The method of claim 12, wherein the personal communication device is a cellular 
telephone, a sateUite telephone, a personal digital assistant or a bluetooth device. 

20. (Currently Amended) A computer program product for implementing a trusted counter in 
a personal communication device comprising a first read-only, tamper resistant s torage device 
within a secure module, a second read-write, tamper resistant s torage device, and a third read- 
write, insecure storage device, the method comprising: 

a computer readable medium; 

program code in said computer readable medium for authenticating second 

storage device; 

program code in said computer readable medium for issuing a create coxmter 
request by the secure module to the second storage device: 

program code in said computer readable medium for sending a imique ID 
identifying a current counter value from the second storage device to the secure module: 
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program code in said computer readable medium for computing an encrypted 
envelope of the unique ID with the secured module by applying a cryptographic transform to the 
unique ID: and 

program code in said computer readable medium for writing a state value and the 
encrypted envelope of the unique ID to the third storage device. 

program cod e in said comput e r r e adabl e m e dium for r e qu e sting a coimt e r valu e 
from oaid o e cond otorag e d e vic e ; 

program cod e in said comput e r readabl e m e dium for cr e ating a s e cur e stat e 
information and count e r valu e in a s e cond storag e d e vic e bas e d on said count e r valu e from said 
first storag e d e vic e ; and 

program cod e in said computer r e adable m e dium for storing said s e cur e coimt e r 
value in a third storag e d e vic e , 

21. (Original) The computer program product of claim 20, wherein the program code for 
authenticating of said second storage device further comprises: 

program code for receiving a compliance certificate and a public key from the 
second storage device; and 

program code for verifying the authenticity of the compliance certificate. 

22. (Original) The computer program product of claim 20, wherein the program code further 
comprises program code for receiving a success or failure indication 

from said third storage device. 
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